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techniques are maximum likelihood, Weighted Least Square
(WLS) & minimum variance.

Abstract—The security of smart grid (SG) is an open
problem. False data injection attacks (FDIAs) could pose serious
risks to automated smart grid and can cause power system
outages which eventually could lead to huge economical losses.
Cyber-attacks on critical infrastructure are big concerns to the
nation’s energy reliability; and attackers come up with new
attack strategies that couldn't be detected by the traditional bad
data detection methods. Although bad data detection (BDD)
schemes based on traditional state estimation and chi-square
tests within power systems have been used and considered very
reliable in detecting false measurements, these BDD schemes
and state estimators have been found vulnerable and failed to
combat engineered cyber-attacks. In this paper, a novel chisquare detector has been used with a combination of two state
estimators in Distributed Partitioning State Estimation (DPSE),
results show it is very effective to combat FDIAs when compared
with traditional state estimation techniques. The main idea of
DPSE is to increase the sensitivity of the chi-square tests by
partitioning the large grids into small blocks and applying the
tests on each partition individually. State estimator modelled on
a novel chi-square detector which is based on particle swarm
optimization (PSO) algorithm significantly improved the
results. Numerical simulations conducted in MATPOWER
confirm the feasibility and effectiveness of the proposed method.

A traditional state estimation such as WLS is considered a
reliable technique in terms of collecting state variables and
measurements such as voltage magnitude, phase angle and
power at different nodes for a typical network topology with
the help of Phasor Measurement Units (PMUs) [10]. A PMU
is an advanced digital meter used at different buses within SG
for monitoring of SG operations [7]. It can measure not only
the phasor of the bus voltage but also the current phasors of
incident power branches with high accuracy.
WLS has been one of the most trustworthy techniques
when it comes to segregating measurements from bad data in
order to estimate system states. Its main objective is to
minimize the sum of the squares of the difference between the
estimated and the actual value of the state variable, which is
also known as the error. The bad data detection schemes
combined with additional techniques can aid in identifying
and segregating the bad data samples within state estimation
results [27]. The bad data samples can be identified and
detected using distributed state estimation at each node when
combined with residual norm test [8,24]. These identification
techniques were investigated and tested using realistic
examples and these proved to be effective to identify, detect
and recover from measurement manipulation within the SG.

Keywords—smart grid, falsified data injection, DSE, DPSE,
APSE State Estimation, WLS, Chi-square test.

An attack adversary can strike and inject malicious data
into state estimation measurements if well equipped with
knowledge of certain parts of network configuration [28].
Such an adversary can accomplish undetected malicious data
attacks on state estimation measurements [12]. The
Distributed State Estimation (DSE) have been considered very
effective in detecting false data injection attacks that cannot
be detected by traditional state estimation detection methods
such as WLS alone. DSE is a technique that is based on
partitioning the SG system into smaller subsystems in order to
locate a faulty node [5].

I. INTRODUCTION
The SG uses two-way communication in order to create a
widely distributed automated energy delivery network [1].
State Estimation is an algorithm used within power systems in
order to determine the system current state based on the
system model and measurements collected from different bus
using metering systems [2]. The concept of power system state
estimation was introduced originally by Schweppe and as a
result measurements of power system state estimation are
being used by many methods to detect bad data [4]. These
measurements help in maintaining the operation & stability of
the network. In state estimation real-time measurements for
active and reactive power and current are collected at various
busbars and are fed to the SCADA or control centres through
communication channel or medium such as wireless and
wired. Busbars serve joining points of power lines and SG
infrastructure. State Estimation provides an effective online
monitoring of the SG that helps main control centres in
different decision-making processes such as generation and
consumption planning and helps in building real time models
of electricity networks in energy management systems
(EMSs) [26]. The three mostly used state estimation

It is possible that bad measurements could be present due
to issues such as meter failure, faulty cable and reasons that
are outside of the scope of FDIAs. There are certain
techniques developed that can detect bad data in this case and
remove them. Research works demonstrate that FDIAs that
have prior knowledge of the network configuration within
power systems can bypass traditional BDD schemes and are
hard to detect [30]. Cyber-attack such FDIAs can purposely
craft sparse measurements to perturb the results of state
estimators and not detectable through BDD schemes such as
chi-square tests [31]. FDIAs pose a threat to SG critical
1

Australasian Universities Power Engineering Conference, AUPEC 2020, Hobart, TAS, Australia, 29 November – 3 December 2020

infrastructure and are big concerns to the nation’s energy
operational reliability; as attackers keep coming up with new
strategies that couldn't be detected by the traditional bad data
detection methods.
For FDIAs, there are three assumptions:
1) attackers have complete knowledge about operations of
the power systems.
2) attackers possess information about network topology,
power system parameters and BDD mechanism.
3) attackers can manipulate the measurements of customers
meters.
The most common technique used to detect these three kinds
of FDIAs is to pass the state measurements through a
normalised residual test which is based on an objective
function for a certain probability of error determined from a
residual test [32]. This technique is very useful and is used in
combination with most of the bad data detection schemes.
However, FDIAs that are based on complete network
configuration can pose a challenge and stay within the
threshold limit and stay undetected when residual norm test
is applied to a whole system. DSE is useful in detecting these
kinds of FDIAs where system is subdivided into smaller
subsystems based on certain clustering algorithm and
network topology and chi-square tests is applied to smaller
subsystems [35].
There are several BDD schemes available that can be used
in combination with traditional state estimation such as WLS
for filtering the false information from clean data; well-known
methods include Chi-squares tests and normalized residuals
method [33]. Chi-squares test is used for detecting false data
injection attack within this paper. It has been claimed in the
literature that chi-square test is a reliable technique when
combined with traditional state estimation methods in order to
identify FDIAs within SG [31]. Chi-squares test takes the
square of the difference of the actual and estimated
measurements, based on the assumption that the error caused
by the state estimation process is subjected to normal
distribution with zero mean and unity variance [26]. We use
traditional chi-square test because it can implement a realtime detection mechanism for random anomalies and failures
within the SG. We also implemented a novel online detection
method based on chi-square tests proposed in [8]. This novel
method is developed by solving an optimal problem based on
particle swarm optimization (PSO) algorithm. This method
considers the characters of traditional chi-square detection
methods associated with two kinds of state estimates.
Adaptive Partitioning State Estimation (APSE) was used
in which graph of IEEE39-bus system was generated and
divided into three subsystems using the L-bounded Graph
Partition Algorithm with bad data detection methods and
results prove to be accurate than traditional state estimation by
Liu et. al [12]. The Chi-square test results are in direct
proportion to the number of measurements taken hence more
measurements will provide results close to actual values on
the cost of processing time required for conducting tests.
Subsystem-Extension is used to update the graph in order to
narrow the suspicious region of bad data.
DSE is based on partitioning the large system into smaller
subsystems and apply chi-square tests in each subsystem [5].
Since the threshold of the smaller subsystem is expected to be
lower than the entire system, it is more sensitive to detect bad

data in each system. However, large number of subsystems
will require more time for processing chi-square tests.
In this paper, FDIAs cases were implemented within IEEE
14-bus and IEEE-30 bus systems considering the chi-square
detection state estimator 1 fails in identifying this attack. A
novel chi-square detection method associated with two kinds
of state estimators mentioned in [8] are implemented. The
tests are solved using MATPOWER. The methodology DPSE
is a mix of DSE [5] and APSE [12] with an additional state
estimator 2 modelled with an online chi-square detector based
on PSO and prior history statistical information of state
variables.
II.

DISTRIBUTED PARTITIONING STATE ESTIMATION
USING CHI-SQUARE TEST

Power system state estimation uses real-time redundant
measurements to improve data accuracy, meaning not all
measurements are considered.
State estimation is widely used to ensure the safety and
economy of operation of any power system. The state
variables [1,7] are related to the measurements as shown in
(1).
𝑧𝑧 = ℎ(𝑥𝑥) + 𝑒𝑒

(1)

where x is the state variables and z is the meter
measurements.
h(x)= [hl (xl , x2 …, xn) ,…, hm (xl, x2,…, xn)]T
where hl (xl, x2,…, xn) is a function of xl , x2,…,
xn. e = [el, e2,…,em]T is the measurement noise which
is assumed to follow gaussian distribution of zero mean
in power system state estimation formulation [5].
Power system state estimation is a measurement of state
vectors at different points and busbars that collects realtime measurements in order to find an estimate 𝑥𝑥� of x that
is the best fit of the measurement z according to eq (1) and
solved by the WLS Algorithm [7].
The state estimation formulation can be written as :
𝐽𝐽(𝑥𝑥) = [𝑧𝑧 − ℎ(𝑥𝑥)]𝑇𝑇 𝑅𝑅−1 [𝑧𝑧 − ℎ(𝑥𝑥)]

(2)

where R-1 is referred as the measurement inverse
covariance matrix.
In Chi-squares test, the normalized-sum square residual
2
distribution, where m is the number of
J(𝑥𝑥�) follows 𝑥𝑥(𝑚𝑚−𝑛𝑛)
measurements and n is the number of state variables [5,6].

A hypothesis test would be performed on the Chi-Square
distribution to determine if the residual lies within the
“acceptable region”.The test will use the following conditions
based on the results of the chi-square test [6]:
2
𝐻𝐻0: 𝐽𝐽(𝑥𝑥�) ≥ 𝑥𝑥(𝑚𝑚−𝑛𝑛),𝑝𝑝
�
2
𝐻𝐻0: 𝐽𝐽(𝑥𝑥�) ≤ 𝑥𝑥(𝑚𝑚−𝑛𝑛),𝑝𝑝

𝑏𝑏𝑏𝑏𝑏𝑏 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

𝑛𝑛𝑛𝑛 𝑏𝑏𝑏𝑏𝑏𝑏 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

(3)

2
where 𝑥𝑥(𝑚𝑚−𝑛𝑛),𝑝𝑝
is the detection threshold corresponding to
p, where p is the detection confidence which is taken as 95%
in this paper [6]. The measurements are bus voltage
magnitudes.
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WLS estimation problem

∑𝑚𝑚
𝑖𝑖=1

(𝑧𝑧𝑖𝑖 −ℎ𝑖𝑖 (𝑥𝑥))2
𝜎𝜎𝑖𝑖2

follows a

2
distribution, where m-n is the degree of freedom[7].
𝑥𝑥(𝑚𝑚−𝑛𝑛)

Algorithm 1 Weighted Least Square Algorithm
1: procedure WLS estimate
WLS computes the maximum likelihood of actual state variable
2: Pick initial value for x=x0
3: Solve (zi – fi (x)) for i = 1 .... Nm
4: Calculate Matrix H as function of x
5: Calculate HT T-1 H
6: Calculate HT R-1 H
7: Solve for Δ X Δ X=[HTR-1H]-1HTR-1 [zi-fi(x)]
8: Calc Max (|Δ x|i) i= 1...Ns
9: Max (|Δ x|i) <Ɛ
10: Yes: end procedure
11: No: update x: x = x + Δ x go to 3
12: end procedure

The following steps are used for conducting Chi-squares
tests [5]:
a)

𝑥𝑥
�(𝑘𝑘
+ 1) = 𝐹𝐹(𝑘𝑘)𝐸𝐸{𝑥𝑥(𝑘𝑘)} + 𝐺𝐺(𝑘𝑘)
2

𝑃𝑃2 (𝑘𝑘 + 1) = 𝐹𝐹(𝑘𝑘)𝐶𝐶𝐶𝐶𝐶𝐶{𝑥𝑥(𝑘𝑘)}𝐹𝐹

2

�𝑧𝑧𝑖𝑖 −ℎ𝑖𝑖(𝑥𝑥)�
𝜎𝜎𝑖𝑖2

2
Test the objective function 𝐽𝐽(𝑥𝑥�) ≥ 𝑥𝑥(𝑚𝑚−𝑛𝑛),𝑝𝑝
against the value
in distribution table. If the resulting value is greater, then bad
data is detected. If the value is below the threshold, then it’s
assumed to be free of false data.

1 �x

∂H1 (x)

k�

Bus 1
Estimate measured
using PMU’s
Communication
medium

Novel chi-square
detector based on
PSO algorithm

is given by

Monitoring & control
centre

(6)

The error covariance matrix of the estimate x is given by
(7)

[𝐻𝐻1𝑇𝑇 𝑅𝑅1−1 𝐻𝐻1 ]

In order to develop a second estimator 2 based on a novel
chi-square detector for dynamic power system, the
corresponding state x(k) and measurement equations z(k) can
be expressed as
(8)

𝑥𝑥(𝑘𝑘 + 1) = 𝑓𝑓�𝑥𝑥(𝑘𝑘)� + 𝑤𝑤(𝑘𝑘)

𝑧𝑧(𝑘𝑘 + 1) = ℎ�𝑥𝑥(𝑘𝑘 + 1)� + 𝑣𝑣(𝑘𝑘 + 1)

(9)

1

The forecasted state vector 𝑥𝑥
�1 �𝑘𝑘 + 𝑘𝑘 � with the

corresponding forecasted error covariance matrix 𝑃𝑃1 �𝑘𝑘 +

1

𝑘𝑘

� can be expressed as
1

𝑥𝑥
�1 �𝑘𝑘 + 𝑘𝑘 � = 𝐹𝐹(𝑘𝑘)𝑥𝑥
�(𝑘𝑘)
+ 𝐺𝐺(𝑘𝑘)
1
1

WLS
estimation problem
J(x)

(5)

∂x

𝑇𝑇 (𝑥𝑥 )𝑅𝑅 −1
−1
𝐺𝐺1 (𝑥𝑥 𝑘𝑘 ) = [𝐻𝐻1𝑖𝑖
𝑘𝑘
1 𝐻𝐻1 (𝑥𝑥𝑘𝑘 )]

𝐶𝐶𝐶𝐶𝐶𝐶([𝑥𝑥]) =

+ 𝑄𝑄 (13)

Falsified data
Injection Attack

The Jacobian matric, H1 is given by

The Gain matrix

(12)

(4)

b) Chi-squares distribution table corresponds to a value of
2
𝑥𝑥(𝑚𝑚−𝑛𝑛),𝑝𝑝
giving a detection confidence with probability p of
95% and (m-n) degrees of freedom.

H1 (x) =

𝑇𝑇 (𝑘𝑘)

We Tested and analysed this novel chi-square technique
using distributed state estimation for both IEEE14 and
IEEE30 Bus systems using MATPOWER. The PMUs at each
bus or node were used to collect the actual Voltage magnitude
and fed to communication channels. This process was
repeated after FDIAs. The measured estimates were passed
through traditional as well as new chi-square tests. This
process was repeated using different subdivisions.

Compute the objective function below in order to solve WLS
estimation problem:
𝐽𝐽(𝑥𝑥�) = ∑𝑚𝑚
𝑖𝑖=1

c)

The traditional chi-square test is not able to detect the
injection attack. In order to detect this new injection attack,
another state estimator 2 is used based on prior history
statistical information of state variables without being
attacked leading to a novel chi-square detection based on two
state estimators proposed in [8] and as shown in Fig.1. The
state estimate and its estimated covariance matrix based on
this novel chi-square detection are derived as

𝑃𝑃1 �𝑘𝑘 + 𝑘𝑘 � = 𝐹𝐹(𝑘𝑘)𝑃𝑃1 (𝑘𝑘)𝐹𝐹 𝑇𝑇 (𝑘𝑘) + 𝑄𝑄

(10)
(11)

Chi-square
test objective function
J(x) ≥ x2

Fig. 1. FDIA into SG and chi-square test

A. Falsified Data Injection Scenarios
In this section, the sequence of steps to evaluate DPSE are
introduced. The first step is the implementation of state
estimation using IEEE14 and IEEE30 bus system using
MATPOWER. The measured values undergo the standard
Chi-squares test. Figure 1. illustrates a model about FDIA on
estimate values collected through PMU’s in IEEE14 and
IEEE30 Bus system.
The power flow on bus 1 was injected with bad data and
changed by 1.06MW. The chi-square test was solved by
MATPOWER with the help of a novel chi-square detector.
The weighted sum-squared residual in (3) J(x)=46.93 was
calculated more than the threshold x2(m-n),p = 46.19 of the local
partitioned bus system revealing the presence of bad data
within the estimate measurements. Without the use of this
novel chi-square detector & state estimator 2, the residual
J(x)=46.12 was estimated to be lower than the local subsystem
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threshold limit hence presence of bad data could not be
detected.
FDIAs were injected for every bus system unless all the
measurement estimates were falsified. We measured these
values after every FDIAs. These values were stored in a
tabular format for results to be plotted. We performed a similar
analysis for different DPSE techniques such as partitioning of
the SG into 7 and 3 subsystems and without the use of any
subdivision with the help of a novel chi-square detector. We
also repeated this test at the output of each bus.

IEEE14 Bus 1
Under FDIA:
Actual
=1.061MW
Without DPSE
=1.006
With DPSE=
1.058

13
14
12

11

1

2

4

B. Experimental Strategy
The main procedure for DPSE consists of following steps:

10

3
6

8

a. Record actual SE measurements using PMUs

9

b. Inject FDIAs
c. Divide the SG into smaller distributed subsystems
according to the system's physical topology

5

7

Fig. 2. Bus 1 under FDIA in IEEE Bus 14

d. State estimation in each subsystem
e. Apply DPSE Detection in each subsystem unless you
locate the faulty node

Bus

f. Use novel chi-square detector
g. Estimate the difference/error in actual and falsified
values

1

h. Repeat the above steps for SG using subdivision in 7
parts, 3 parts and at every bus

2

C. Results and Discussion
Our method DPSE, unlike DSE and APSE, makes an
emphasis that the size of the subsystem is crucial in detecting
the FDIAs using chi-square tests. In order to prove it, we
conducted several tests and picked up samples that were not
detected by applying standard chi-square tests on a whole
system. The results show that FDIAs were detected relatively
easily when the size of the subsystem was smaller. We also
used the Novel chi-square detector alongside with standard
chi-square detector based on prior statistical information as
shown in Fig.2. With the help of a novel chi-square detector,
the residual J(x) was found to be higher than the threshold
limit of the local subsystem which means there is a presence
of bad data. We plotted the actual and falsified values such as
voltage magnitude against bus bars. The graphs show that
estimate values measured with the help of novel-chi-square
detector are closer to non-falsified values as compared to
using only one state estimator 1.

4

Figures 3 & 4 illustrate the plot of values measured at each
bus, using different subdivisions that is to partition the overall
system into smaller subsystems and apply chi-square tests to
each subsystem independently for both IEEE14 and IEEE30.
The estimates that are closest to actual values were those using
novel chi-square detector based on prior known information.
The second results that came closer were those measured
through DPSE at distributed subsystem 7 using standard chisquare detector; we subdivided the SG into 7 subsystems and
then applied the chi-square tests to each subsystem. This also
means we divide the IEEE14 into a group of 2 nodes each and
IEEE 30 into 4 nodes each, last two nodes can be done
separably.

3

5
6
7
8
9
10
11
12
13
14

Table I. STATE ESTIMATES USING DPSE
Actual values at Values without Values
PMUs
without DPSE (MW)
with
FDIAs (MW)
DPSE
(MW)
1.06

1.00

1.05

1.04

0.98

1.04

1.01

0.95

1.00

1.01

0.95

1.00

1.01

0.96

1.01

1.07

1.01

1.06

1.04

0.99

1.04

1.08

1.02

1.07

1.03

0.97

1.03

1.02

0.97

1.02

1.04

0.99

1.04

1.05

1.00

1.05

1.04

0.99

1.04

1.01

0.96

1.01

Table II. RMSE FOR DPSE

Time

RMSE

0.28

0.053964622

8.40E-01

0.027339712

1.96E+00

0.01289377

3.92E+00

0.001422997
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These results demonstrate that the smallest subsystem size is
also crucial for conducting effective chi-square-tests with state
estimator 2.
Table I. represents the voltage at each bus in IEEE14 bus
system. The first column represents the actual input without
FDIA. The 3rd and 4th columns refer to state estimate values at
each bus after FDIA, without and with DPSE, respectively. In
our tests, results confirmed that traditional chi-squares test
applied on whole system was not be able to detect the FDIAs
in some cases. In order to make this more effective, we
partitioned the whole system into smaller subsystems and
treated each partition as a separate independent system.
Fig.3. State estimate plot IEEE14

D. RMSE Calculation & Discussion
Root Mean Square Error (RMSE) represent error between
two data sets [19]. In other words, it compares a predicted
value 𝑃𝑃𝑖𝑖 and an observed 𝑂𝑂𝑖𝑖 or known value. The smaller
RMSE value illustrates less error and hence predicted and
observed values are closer. It’s also known as Root Mean
Square Deviation and is one of the most widely used statistics
in GIS.
We used the following equation to calculate the root mean
square error RMSE [19], based on measured and actual value.

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = �∑𝑛𝑛𝑖𝑖=1

Fig.4. State estimate plot IEEE30

Fig. 5. RMSE for all DPSE schemes IEEE14

Fig. 6. RMSE for all DPSE schemes IEEE30

The next results that came closer to actual values after
subsystem 7 were those using subsystem 3 subdivision. The
least realistic estimates were the ones where no DPSE was
used and chi-square tests were applied to overall system.

(𝑃𝑃𝑖𝑖 −𝑂𝑂𝑖𝑖 )2
𝑛𝑛

(12)

We estimated the root mean squared error between these
distribution techniques in reference to actual values and the
results for IEEE14 & IEEE30, are shown in Figures 5 & 6.
The lowest error was found using novel detector. However,
cost for this approach is high in terms of processing time. The
processing time increases especially when there are over
10,000 nodes. There must be a tradeoff in order to choose the
right operational point and it depends on priorities of
SCADA.You can swap the order of subtraction because the
next step is to take the square of the difference. This is
because the square of a negative value will always be a
positive value.
III. CONCLUSION
This paper has proposed a novel detection method of false
data injection attacks (FDIAs) against dynamic and
distributed state estimation. The values of the state variables
and their estimates are determined by solving an optimal
model based on PSO algorithm. The new state estimator 2 is
modelled on a chi-square detector that was formed based on
prior history statistical information of state variables collected
at each bus. This state estimator 2 was used in parallel with
traditional chi-square detection state estimator 1 and BDD was
found to be more effectively working when combined with
distributed portioning state estimation (DPSE) in detecting
FDIAs.
The novelty of this approach is that 2 state estimators in
combination with different partitioning state estimation
techniques such as DSE and APSE were not used together in
earlier research work. FDIAs were injected within SG systems
in such a fashion that these were not detectable when detection
technique such as chi-square test was applied to a whole
system and without the use of partitioning. The results appear
accurate especially when the subsystem is smaller. However,
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the use of a parallel state estimator will lead to much more
complex residual model in distributed state estimation for a
larger network, with increased cost of online detection and
processing time.
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